PARENT DIGITAL SAFETY

ANDROID PARENT PHONE REVIEW GUIDE

Hidden Apps, Photos & Accounts

A focused Android guide for parents

Android phones can contain hidden apps, Private Space, Locked Folder, Safe Folder, Secure Folder, downloads, saved
credentials, and app history that are not obvious from the Home Screen. Children may also delete an app before handing over
the phone and reinstall it later. This guide keeps the review focused only on Android features.

\
BEFORE YOU START
A device review works best as part of an established parent-child safety agreement, not a secret search. If a folder, app, or account is
locked with a password you do not know, do not try to bypass it. Ask your child to unlock it during the review. This guide is for parents or
guardians reviewing a minor child's device or accounts they are authorized to manage.
NS J

THREE THINGS TO REMEMBER

The Home Screen is not a complete app list.

Apps can be removed from the Home Screen, hidden, placed in a private space, or moved into manufacturer-specific secure
areas.

Store history can reveal removed apps - but it is not perfect.

App-store history can show apps associated with an account even when they are no longer installed. Results can be incomplete if
another account was used, history was hidden or removed, or the app came from outside the normal store.

Passwords and usage reports are clues, not proof.

Saved credentials and usage reports may reveal services that are no longer obvious on the device, but no single source tells the
whole story.

THE BEST QUESTION TO ASK FIRST

Show me every place on this phone where something can be hidden, locked, archived, or deleted - and show me how each one works.
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ANDROID: WHERE THINGS CAN BE HIDDEN

BUILT-IN ANDROID PLACES PARENTS SHOULD KNOW

Android varies by manufacturer. Pixel, Samsung, Motorola, OnePlus and others can use different names for similar features.

SETTINGS > APPS > ALL APPS
This is the best starting point for apps currently installed in the main profile. Do not rely only on Home Screen icons or the app drawer.

PRIVATE SPACE - ANDROID 15 AND LATER

Android Private Space can create a separate area for sensitive apps, use a separate lock, and even hide the existence of the space when it is
locked. Apps inside can use a different Google Account.

GOOGLE PHOTOS > LOCKED FOLDER

Google Photos can move photos and videos into Locked Folder. Items there do not appear in the normal photo grid, albums, search,
memories, or other apps. Access uses the device screen lock.

FILES BY GOOGLE > SAFE FOLDER

Files by Google can hide files behind a separate PIN or pattern. Safe Folder items do not appear in normal search or file categories and
cannot be opened by other apps.

SAMSUNG SECURE FOLDER

On Galaxy devices, Secure Folder can hold separate copies of apps, photos, files, and accounts behind its own lock. Samsung allows Secure
Folder to be hidden from the Apps screen and its name/icon can be changed.

MANUFACTURER-SPECIFIC VAULTS

Some Android manufacturers offer private albums, app locks, hidden spaces, dual apps, or secure folders under Security, Privacy, Biometrics,
or Advanced Features. Search Settings for terms such as private, secure, hidden, or app lock.
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ANDROID: APP HISTORY & DIGITAL CLUES

HOW TO SPOT APPS THAT ARE MISSING FROM THE HOME SCREEN

Use multiple views. A deleted or hidden app may leave traces in one place and not another.

GOOGLE PLAY > PROFILE > MANAGE APPS & DEVICE > MANAGE

Review installed apps. On supported Play Store versions, switching the filter to Not installed can show apps associated with that
Google Account that can be reinstalled. It is not a guaranteed complete lifetime history.

GOOGLE PASSWORD MANAGER

Google Password Manager can store passwords and passkeys for apps and websites. Saved credentials may remain even after
an app is removed.

DIGITAL WELLBEING

Settings > Digital Wellbeing can show screen time, how often apps were opened, and notification counts. On some devices it can
also show Chrome website activity.

PRIVATE SPACE ACCOUNT CHECK

Private Space can use a separate Google Account. If a child uses a different account there, app history, synced data, and saved
passwords may not appear in the main Google Account.

SAMSUNG SECURE FOLDER

If the device is a Galaxy, check Settings > Security and privacy > More security settings > Secure Folder. If it exists and is hidden,
Samsung provides controls to show it again, but access still requires the Secure Folder credentials.

FILES & DOWNLOADS

Review Files/My Files, Downloads, Trash, Safe Folder, and manufacturer private storage areas. Photos, videos, exported chats,
ZIP files, and screenshots may live outside the photo gallery.

DELETED BEFORE YOU CHECK THE PHONE?

That is possible. Deleting the app removes the obvious icon, but Play history, saved credentials, Digital Wellbeing, subscriptions, browser
use, or another Google Account may still show clues. Compare several sources before drawing conclusions.
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10-MINUTE ANDROID PARENT PHONE REVIEW

USE THIS AS A CONVERSATION CHECKLIST

Do the review with your child whenever possible. The goal is safety and transparency, not a 'gotcha.’

Review Settings > Apps > All Apps - not just the Home Screen or app drawer.

Check for Android Private Space if supported.

Review Google Photos > Locked Folder and Trash.

Review Files/My Files, Downloads, Safe Folder, Trash, and manufacturer private storage.

On Samsung, check Secure Folder and whether it has been hidden or renamed.

Review Google Play > Manage apps & device for installed and previously associated apps.

Review Google Password Manager for saved app/site credentials and passkeys.

Review Digital Wellbeing for app and website activity.

Ask about alternate Google Accounts, social-media accounts, browser logins, and disappearing-message features.

End by asking: Is there anything on this phone you are afraid to show me because you think you will get in trouble?

Ooooodoodd

IF YOU FIND SOMETHING CONCERNING

Handle immediate safety first. Preserve evidence when a crime or exploitation may be involved. Avoid forwarding explicit material. If your child
is being threatened, blackmailed, exploited, or contacted sexually by an adult, report it to local law enforcement and NCMEC's CyberTipline.

OFFICIAL ANDROID GUIDANCE USED FOR THIS GUIDE

Google - Private Space: https://support.google.com/android/answer/15341885

Google Photos - Locked Folder: https://support.google.com/photos/answer/10694388
Files by Google - Safe Folder: https://support.google.com/files/answer/9935264
Google Play - Reinstall apps: https://support.google.com/googleplay/answer/16670567
Google - Password Manager: https://support.google.com/accounts/answer/6197437
Google - Digital Wellbeing: https://support.google.com/android/answer/9346420

Samsung - Secure Folder: https://www.samsung.com/us/support/answer/ANS10001401/
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